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CHAPTER 7

THE ATTACK DYNAMICS OF POLITICAL
AND RELIGIOUSLY MOTIVATED HACKERS

Thomas J. Holt

INTRODUCTION

mitigating cyber attacks through technical solutions. 
Though these studies are critical to decrease the im-
pact of various vulnerabilities and hacks, researchers 
still pay generally little attention to the affect that mo-
tivations play in the frequency, type, and severity of 
hacker activity. Economic gain and social status have 

behavior in the past, but few have considered how na-

of some hacker communities. Such attacks are, how-
ever, gaining prominence and pose a risk to critical 
infrastructure and web based resources. For example, 

web defacements against Danish websites featuring a 
cartoon of the prophet Muhammad in 2005. In order to 
expand our understanding of religious and nationalist 
cyber attacks, this chapter will explore the active and 
emerging hacker community in the Muslim majority 
nation of Turkey. Using multiple qualitative data sets, 
including interviews with active hackers and posts 

nature of attacks, target selection, the role of peers in 

information security professionals, law enforcement, 
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and the intelligence community by providing unique 
insights on the social dynamics driving hacker activ-
ity.

The growth and penetration of computer technol-
ogy has dramatically shifted the ways that individuals 
communicate and do business around the world. The 

-
nologies have also led to a host of threats posed by 

-
ly. In fact, the number of computer security incidents 
reported to the U.S. Computer Emergency Response 
Team (CERT) has grown in tandem with the number 
of individuals connected to the Internet.1 Data from 
CERTs around the world suggest that the number of 

2001.2 Computer attacks are also costly, as unauthor-

$20 million dollars in 2006 alone.3

Research from the social sciences has explored 
computer attackers and malware writers in an attempt 
to understand their reasons for engaging in malicious 
activity. Criminological examinations of hacker sub-
culture found that computer hackers value profound 
and deep connections to technology, and judge others 

and innovative ways.4 Similar research on virus writ-
ers suggests they may share hackers’ interests in tech-
nology, though they are driven by more malicious 
interests.5

A small body of research has also considered the 
motives that drive the hacker community.6 The Hon-
eynet Project argues that there are six key motivations 
in the hacker community: money, entertainment, ego, 
cause, entrance to a social group, and status. A num-
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gain that can be made by hacking databases to steal 
7 Additionally, 

a burgeoning market has developed around the sale 
of malicious software and stolen data, particularly in 
Eastern Europe and Russia.8 Additionally, research 
on the enculturation process of hacker subculture has 
found that peer recognition is vital to gain status and 
recognition.9

Research on cause-based hacking has, however, 
increased in recent years as more countries become 
connected to the Internet. Mainstream and alterna-
tive political and social movements have grown to 
depend on the Internet to broadcast their ideologies 
across the world. Groups have employed a range of 
tactics depending on the severity of the perceived 
injustice or wrong that has been performed.10 For ex-
ample, the native peoples, called Zapatistas, in Chi-
apas, Mexico, used the Internet to post information 

-
ernmental repression.11 Chinese hackers frequently 
engage in cyber attacks against government resources 
in the United States and other nations to obtain sen-
sitive information and map network structures.12 Fi-

Russian and Estonian factions in April 2006 when the 
Estonian government removed a Russian war monu-
ment from a memorial garden.13

so large in scope that hackers were able to shut down 
-

14

Though there is a growing body of research con-
sidering hacking as a means to a political or patriotic 
end, few have considered the ways that religion af-
fects hacker behavior. This is a particularly salient is-
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sue when considering the growing number of Muslim 
nations connecting to the Internet. The penetration of 
high speed Internet connectivity and computer tech-
nology in Muslim-majority nations is changing the 
landscape of the Internet, enabling political and reli-
gious expression and global exposure to various per-
spectives.

of hacker communities that are motivated by religious 
beliefs. For example, a Danish newspaper published 
a cartoon featuring the prophet Muhammad with a 
bomb in his turban in 2005.15 This image was deemed 
offensive by the Muslim community, and the news-
paper’s website was defaced repeatedly, along with 
any other site that featured the cartoon.16 Thousands 
of websites were hacked or defaced by Turkish hack-
ers, who in turn received a great deal of attention by 
the press for their efforts.17 As a consequence, Turk-
ish hacker groups have become active participants in 
a range of attacks against various targets across the 
globe.18

In light of the potential threats and the under-ex-
amined nature of this problem, this chapter explores 

-
tionalism affect hacker attitudes and activities. Using 
multiple qualitative data sets collected from active 

-
cations of hackers within this community.

DATA AND METHOD

The data for this chapter consists of two unique re-
sources: a series of 10 in-depth interviews conducted 
via e-mail or instant messaging with prominent hack-
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ers in the Turkish community, and explorations of six 
websites operated by and for Turkish hackers.

individuals’ experiences and impressions of the Turk-

asked to describe their experiences with hacking, in-

and their direct opinions on the presence of a hacker 
subculture in Turkey. 

status among Turkish hackers. Individuals who re-
sponded to the solicitation were sent a copy of the 
survey protocol, allowing the respondent to complete 
the instrument at their leisure. In addition, individu-
als were given the option to complete the instrument 
in either Turkish or English. Interviews completed in 
Turkish were transcribed from Turkish to English by 

data. 
To gain more insight into the Turkish hacker com-

munity, ethnographic observations were conducted in 
six Turkish hacker web forums where the interview-
ees claimed to visit or post content on a regular basis. 
Participants in these forums interact with one another 
by posting on “threads” within the forum. Threads are 

-
cally within the forum.19 These posts are cultural ar-
tifacts that are amenable to analysis as they resemble 
a running conversation between participants.20 These 
sites were also publicly accessible, in that anyone could 
access the forum content without the need to register 
with the site. This sort of publicly accessible web fo-
rum is common in online ethnographic research, as 
individuals who are unfamiliar with a certain form 
of behavior may be most likely to access a public fo-
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21

sites are not provided to protect the anonymity of the 
users. The content of these sites were translated us-
ing machine translation programs to ensure accurate 
translation.

using the three-stage inductive analysis methodol-
ogy derived from grounded theory.22 This coding and 
analysis scheme is particularly useful as it permits 
the researcher to develop a thorough, well-integrated 
examination of any social phenomena. Any concepts 

times through comparisons to identify any similari-
ties.23 -
peated appearances or absences in the data, ensuring 
they are derived and grounded in the data.

For this analysis, the techniques of hacking and 
-

ductively derived from the repeated appearance of 

of these concepts is generated from positive or nega-
tive comments of the respondents. In turn, theoreti-
cal links between these concepts are derived from the 
data to highlight the value of nationalism, Islam, or 
other interests that structures the behavior of hackers. 

both data sets where appropriate. 

FINDINGS

Knowledge Among Turkish Hackers.

To understand the Turkish hacker community, it 

to computer technology, and their peers. To that end, 
Turkish hackers suggested that their ability to target 
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and engage in attacks depended on their knowledge 
of computers and networked systems. Those with a 
deeper understanding were able to engage in more 
successful and novel attacks than others.24 Hackers 
across the data sets gained knowledge on computer 
systems in two ways: personal experience and through 
peer mentoring. The interviewees argued that learn-
ing through practice and trial and error are essential 
to increase knowledge of computer systems, in keep-
ing with research on hacker communities around the 
globe.25 For example, “Agd_Scorp” stated that he 
learned computer systems and hacking through “trial 
and error, and some documents on the Internet. But 
trial and error is the best method.”26 Similarly, “The 
Bekir” described gaining access to information on-
line, but needed to expand his knowledge through 

-
lustrated explanations on the web and acted accord-

learn how this was done, how these were provided 

down.”27

Several of the individuals interviewed also stated 
that they gained practical knowledge through direct 
and indirect assistance from others in the hacker com-
munity. Individuals could gain indirect assistance 
from their peers by accessing videos or documents 
posted in a number of outlets online. These materials 
provide detailed information on system processes, as 
well as step-by-step instructions on methods of hack-
ing. For example, “Iscorpitx” made video tutorials on 
web defacements in order to help the community. He 
succinctly explained his reasons, stating: “In general, I 
like sharing the things I do after a while. A lot of vid-
eos I recorded while defacing online were very useful 
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for a lot of people who are on the security side of this 
business. Of course, you can’t be skilled and informed 
in every subject. Everybody needs help.”28 Similarly, 
“Axe” stated that his hacking activities began in ear-
nest when he felt “it was the time to apply what I saw 
in the videos I watched.”29 

Forums are also an important resource for infor-
mation since they act as repositories for information 
on computers and hacking. All of the forums in this 
sample had sections devoted to computer security, 
networking, and hacking, with distinct subsections 

languages, and tools. Thus, visiting a forum enabled 
an individual to learn on his own by reading the vari-
ous materials posted. Forums also provide individu-
als with indirect assistance through tutorials written 
by skilled hackers that provide direct information on 
the process of engaging in attacks. For example, two of 
the forums in this sample had how-to guides on struc-
tured query language (SQL) injection and the process 
of defacing websites. Three others had detailed tuto-
rials on how to perform cross-site scripting attacks 
against a variety of sites. These resources are written 
so as to inform other hackers, and provide clear advice 
to the larger population of hackers. Thus, myriad re-
sources are available to facilitate indirect social learn-
ing in the Turkish community.

Direct interactions with others online are also im-
portant to the development of Turkish hackers. Only 
three interviewees suggested that they were directly 
taught how to hack by their peers, suggesting this is 
an infrequent practice among Turkish hackers. For 
example, “Blue Crown” described his introduction to 
hacking through a unique interaction:
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I had some interest in hacking but I wasn’t planning 
to get involved in this business. One day, an interview 
with a hacking group on television caught my atten-
tion. . . I turned on my computer and immediately 
started to browse. I met a hacker with a code name 

I thought I couldn’t do anything but s/he helped me 
and taught me a few things. I learned quickly thanks 
to the interest I had.30

Online discussions with other hackers were, how-
ever, very common and critical to provide useful in-
formation on technology and hacking. In fact, the ma-
jority of respondents suggested that they visited either 
forums or chatted with others using Microsoft (MSN) 
Instant Messaging. Forums enable individuals to con-
nect with and ask questions of other hackers. When 
an individual asked a question, forum users would 
give web links that would help answer the question. 

-
sue or topic discussed in the string without repetition 
or wasted time for the other posters. This would also 
encourage self-discovery as the user would have to 

Some users would also provide brief instructions that 
would help to address the issue, though this could of-
ten encourage debate over the accuracy of the answer. 
In fact, “The Bekir” espoused the value of forums, 
stating: “There was a web forum, which was created 
by a very close friend of mine. I was in that forum for 
2-3 years and it was quite nice . . . I learned a lot of 
things at that site and helped them to learn a lot of 
things as well.”31 This suggests knowledge is vital to 
facilitate attacks and develop skills within the Turkish 
hacker community. 
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Knowledge and Attack Methods. 

The process of acquiring knowledge of comput-
ers and hacking has a critical impact on the types of 
attacks individuals perform. Those with greater skill 
could complete more sophisticated attacks. “Iscor-
pitx” succinctly described this issue, stating:

If a hacker wants to harm a site where s/he has an 
obsession, s/he will. If s/he can’t, s/he can get help. 
If s/he can’t do anything, s/he can stop the publi-
cation of the website using a DDoS attack. But if s/
he wants, s/he can cause harm. The ones who have 
enough knowledge and information can manage this; 

enough knowledge can’t get help as well.32 

that hackers can engage in. In fact, “Amon” was a very 
skilled hacker who indicated he could complete hacks 
related to “ASP, SQL union, update, Linux root, etc. 
It is easy to use if you know what you are doing. Of 
course, I generally use my own tools.”33 

The types of tools used also depend on the target 

suggested that he and his colleagues: 

use a key logger and trojan in personal and special/
private attacks. We use bots to overstrain the server 
and put it out of operation in transcendent systems 
. . . They are the sources that we develop ourselves and 
belong to us.34 

“Blue Crown” made a similar point, suggesting:

When I’m going to perform a personal hack, I need 
an undetected keylogger or trojan. Some trojans 
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are subject to payment and some of them are free of 
charge. The only difference between these two trojan 
types is that trojans subject to payment are undetect-
able (they can’t be caught). I can make a free of charge 
trojan “undetectable” by using some Crypt programs. 
Friends who develop the Crypter work for this. They 
usually use well-known and existing weak points/

share this after exploiting it.35 

and weaknesses is an important point due to the fact 
that the forums also provided access to a variety of 
resources and attack tools. Individuals could quickly 

that is designed to “steal passwords, act as a remote 
36 

Multiple versions of this tool were available, as were 
a variety of other programs, such as password sniff-
ers, rats, virus code, and rootkits made by hackers in 
other countries. Thus, access to web forums coupled 
with a strong knowledge of computer technology en-
able Turkish hackers to engage in a variety of attacks 
against global targets.

Religion, Politics, and Hacking. 

-
cant emphasis on using their knowledge to support 
“the mission.” In this case, the mission referred to at-
tacks against a variety of targets based on religious 
and national beliefs. The importance of a mission 

beliefs. For example, “Amon” suggested that “every-
thing is for the mission. . . . Which other nation is as 
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patriotic as Turks.”37  “Ghost 61” also described how 
the mission makes Turkish hackers unique relative to 
other communities: “everyone does this [hacking] for 

38  “Iscorpitx” also re-

in the Turkish hacker community:

Among Turkish hacker groups, we can count Islamic 
groups, revolutionist groups, groups with ideas sup-
porting Ataturk, nationalist groups, etc. There are 
very talented and skilled young people. . . But these 
talents are very rare. They have much respect for their 
national and moral values.39 

The forums also supported the notion of a mili-
tary-style mission, as individuals regularly evoked 
nationalistic and religious symbols as part of their 
avatar, or personal image. Forum users across the sites 

background, or featured pictures of the national soc-
cer team players because of their pride in the team. 
Others’ avatars used military images, such as soldiers 

-
ing gestures with swords or knives.

The mission within the Turkish hacker community 
affects the nations targeted in their attacks. Several of 
the individuals interviewed argued that they target 
resources in countries that are perceived as threats to 
or enemies of Muslim nations. For example, “Ghost 
61” stated “I determine it [targets] according to the 
agenda; usually they are countries like the USA, Is-
rael, Russia, in other words, enemies of Muslims.”40  
“Agd_Scorp” echoed this sentiment stating that he tar-
geted those countries that “deliberately attacks Mus-
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lims . . . America is the country which killed the most 
Muslims in the world. And United Nations also killed 
many Muslims and innocent people.”41  In fact, “Blue 
Crown” noted that Danish websites were a particu-
larly large target due to their portrayal of the prophet 
Mohammed in a disparaging cartoon. He indicated 
that “nearly HALF of the sites with the .dk extension 
were hacked by Turkish hackers in order to protest 
the disgusting and dreadful cartoons by Denmark.”42 

The types of sites Turkish hackers targeted were 
also impacted by the mission. Individuals actively at-
tacked websites and resources that are perceived as 
either against Islamic religious precepts or actively 
harmed Turkish interests. For instance, “The Bekir” 
wrote that: “I determine my targets in terms of hits. I 
was working on hacking websites that were involved 
in terrorism; if the hacked website is big then it makes 
a greater splash, I’m usually working on hacking ter-
rorism sites, etc.”43  “Blue Crown” suggested that he 
and his peers “hack PKK and pornographic sites.”44 

One of the most important and common forms of 
attacks used to support the mission are web deface-
ments. This involves using an exploit or vulnerability 
to replace or remove a web page with a new image 
of the hackers’ choosing.45 Defacements enable hack-
ers to post messages and images that indicate their 
perspectives and beliefs, as well as gain status by list-

interviewee “Iscorpitx” held a world record for mass 
defacements and used this type of attack as a means 
to support his religious agenda. He actively selected 
sites that act in opposition to Islamic tenets, particu-
larly “gambling sites, child pornography and disgust-
ing pornography were always my targets. . . I think 
there’s no other defacer who harmed sites in these sec-
tors as much.”46
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The forums also had teams that operate in support 
of web defacements. One such forum had an “opera-
tions” section dedicated to discussions and listings of 
all the sites that the group’s members have defaced. 
The titles of threads within this subforum clearly in-
dicate the diverse range of targets defaced by Turk-
ish hackers, and to a lesser extent, their connection to 
Islam:

Korean site.”

47

The importance of “the mission” also affects so-

Though many individuals stated they hacked by 
themselves, they would work with others depending 

-

They [Turkish hackers] form groups. It doesn’t take 
long, it is done quickly. They do not team-up for a sin-
gle website. Then somebody comes up and announces 
that he broke into a site...You check it and it is really 
broken... But then it becomes a team job, although a 
single person discovers it usually.48
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writing:

If popular events (like war) are the case, they come 
together as a team in order to harm the systems with 
country extensions. Individually they target large sys-
tems and work individually in order to leave protest-
ing messages. They do this by telling their common 
actions to each other or with the documents they write 
in the forums or videos or texts. If there is a very im-
portant event involving the world and people, they 
can immediately come together.49 

The forums also provided some important insights 

established its leadership and attack command struc-
ture based on individual performance in a hacking 
challenge set up through their website. Individuals 
must progress through 13 missions, and their per-
formance establishes how they will participate in the 
larger group. The missions include the following ac-
tivities:

1. HTML code
2. SQL Injection
3. RC4 Encryption
4. Zip Crack
5. Page Redirect
6. PWL Crack
7. Secret Question
8. VB Script Encode
9. JS Password
10. Serv-U FTP
11. ICQ Dat Crack
12. Front Page 
13. Carefully
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All of the forums also provide a detailed command 
structure for their forums, composed of administra-
tors who supervise and control the sites that house the 
forums, co-administrators who handle certain aspects 
of the site and forums, super-moderators who man-
age the entire web forum, and forum moderators who 

ensures easy operation and management, and estab-
lishes clear levels of respect and status that must be 
afforded to the management structure. One site even 

and dictate how complaints and suggestions move 
through the chain of command. Thus, religion and 
national pride clearly affect the actions, targets, and 
practices of Turkish hackers.

DISCUSSION AND CONCLUSION

This chapter sought to explore the impact of re-
ligious and political motives on the activities of the 

-
puter technology because their level of knowledge 
impacts their ability to hack. Hackers could increase 
their understanding of computer systems by working 
with various technologies on their own, or by reading 
tutorials and watching videos posted online. Interact-
ing with other hackers in forums is also important as 
these relationships can foster an individual’s devel-
opment as a hacker. In this way, the Turkish hacker 

structuring hacker and virus writer behavior across 
the globe.50

The interviewees and forum users also indicated 
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-
lam for the Turkish community cannot be understated 
as it provided a “mission” that must be completed. 
The types of attacks that Turkish hackers engaged in 
also appeared to encompass the entire spectrum of the 
global hacker community. Individuals used malware, 
SQL injection attacks, and web defacements in order 
to attack various resources. The scope of their attacks 
were, however, heavily focused on websites and re-
sources in countries that are perceived to either slight 

As a result, it may be that cause-driven hackers 
are apt to attack high value or visibility targets, rather 
than large populations of computer users and general 
resources. This is quite different from the practices of 

Romania.51 As such, further comparative research is 
needed with a sample of hackers from a variety of 

-
cance of political and religious ideology on hacker 
activity.

In addition, there may be some distinctive attack 
signatures that can be developed based on cause-driv-
en attacks. The consistent recognition of “the mission” 

present in the forums and interviewee experiences 
suggest that the tactics employed by religious or polit-
ically motivated hackers may differ from those driven 
by other agendas. Thus, there may be value in devel-
oping baseline predictive models of attacker behavior 

in developing technical solutions to mitigate attacks 
against critical infrastructure and computer resources. 
Yet there is a strong likelihood that the form and shape 

H
ol

t, 
Th

om
as

 J
. “

Th
e 

A
tta

ck
 D

yn
am

ic
s 

of
 P

ol
iti

ca
l a

nd
 R

el
ig

io
us

ly
 M

ot
iv

at
ed

 H
ac

ke
rs

.” 
P

ro
ce

ed
in

gs
 o

f t
he

 C
yb

er
 In

fra
st

ru
ct

ur
e 

P
ro

te
ct

io
n 

C
on

fe
re

nc
e,

 C
ity

 U
ni

ve
rs

ity
 o

f N
ew

 Y
or

k.
 J

un
e 

4-
5,

 2
00

9.



176

of hacker activity varies across countries and political 
ideologies. Thus, it is essential that researchers begin 
to focus on computer attackers in a global context 
to better understand the individuals that attempt to 
compromise computer systems.
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